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Wannacry: Catalyst for Action

http://www.visualcapitalist.com/watch-cyberwar-live-map/

http://www.visualcapitalist.com/watch-cyberwar-live-map/


The Cost is Significant

https://www.statista.com/chart/9918/the-price-tag-attached-to-
data-breaches/

https://www.statista.com/chart/9918/the-price-tag-attached-to-data-breaches/


New Cybersecurity Working Group:
• Co-Chaired by U.S and Canada
• Plans to publish an international guidance document on:

– Definition such as privacy, exploit, threat, vulnerability
– Outline stakeholder shared responsibilities
– Global coordinated Vulnerability Disclosure policies
– Inform SDOs to produce “regulatory-grade” standards –

validated methodologies and measurements for success
• Due Sept 2019



Europe



Cybersecurity in Europe

• EU Cybersecurity Act – proposal May 29, 
2018
– European Union Agency for Network and 

Information Security (ENISA) - now permanent 
agency in EU

– Helping to align with goal of “Single Digital 
Market” strategy in EU

• Efforts underway to provide specific 
expectations for medical devices

• Germany released specific set of 
requirements1 for network-compatible 
medical devices (in German) 

1Bundesamt für Sicherheit in der Informationstechnik, ‘Cyber-Sicherheitsanforderungen an netzwerkfähige Medizinprodukte’. 02-May-2018
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Europe: 
Baseline Security Recommendations for 

IOT

Goal
• Elaborate baseline cybersecurity recommendations for IoT with 

a focus on Critical Information Infrastructures, which encompass 
facilities, networks, services and physical and information 
technology equipment. 

• Critical: their destruction or disruption could bring about major 
consequences for the health, safety and economic wellbeing of 
citizens

Key Points:
• The recommendations are partially intended to help companies 

meet new European data privacy requirements under the 
General Data Protection Regulation, or GDPR.

• The European report cites US FDA guidance regarding medical 
device cybersecurity principles and recommendations.



Europe: 
Baseline Security Recommendations for 

IOT

Healthcare is 
one of 
industries 



Europe: 
Baseline Security Recommendations for 

IOT

• Summary of Document Content:
– Section 1: Introductory Material
– Section 2: Description of IoT Paradigm
– Section 3: Educational content on Threats and 

Risk Analysis
– Section 4: Security Best Practices 
– Section 5: Gaps
– Section 6: Security Recommendations
– Annexes



Europe: 
Section 4: Security measures and good 

practices
1. Policies (PS) 
2. Organizational, People and Process measures (OP)
3. Technical Measures (TM)

Example:



Europe: 
Section 5: Gap Analysis

6 Different Gaps Identified - Example: Insecure 
Design/Dev



Europe: 
Annex A: Security Measures/Good 

Practices
• Categorized into:

1. Security by Design
2. Privacy by Design
3. Asset Management
4. Risk and Threat Identification and Assessment
5. Hardware security
6. Trust and Integrity Management
7. Strong Default Security and Privacy
8. Data Protection and Compliance
9. System Safety and Reliability
10. Secure Software/Firmware Updates
11. Authentication
12. Authorization
13. Access Control
14. Cryptography
15. Secure and Trusted Communication
16. Secure Interfaces and Network Services
17. Secure Input and output Handling
18. Logging
19. Monitoring and Auditing
20. End of Life Support
21. Proven Solutions
22. Management of Security Vulnerabilities and/or incidents
23. Human Resource Security Training and Awareness
24. Third Party Relationships

24 Categories of 
Detailed Security 

Measures
(18 pages of 

Security 
Measures)



Europe: 
Baseline Security Recommendations for 

IOT
• Annex C: Security Standards and References



Europe: 
Baseline Security Recommendations for 

IOT
• Annex D: Description of IoT Security Incidents



China



New CFDA Cybersecurity 
Expectations

Timeline
– 11-7-16: China Cybersecurity Law enacted
– 1-20-17: CFDA issued updates on to implement 

the CSL in the administration of medical devices
– 1-1-18: MDM required to register networked 

medical devices with the CFDA
• Assessed by CFDA for their cybersecurity protection 

status*
• Companies conduct a self-assessment of the relevant 

cybersecurity protection standards or measures
• Not mandatory obligations but failure may cause delay 

in registrations.
*per Principles on Guiding Technology Examination of Medical Device Cybersecurity Registration 



Scope – Qualified Devices 

• The latest cybersecurity guidelines 
published by CFDA this year covers Type 2 
and Type 3 devices that can be 
(1) connected for data exchanges or remote 

control or 
(2) those that use storage media to exchange 

information. 

(CFDA is likely to make these measures mandatory in the near 
future.)



Focus of CFDA

• Follow the CIA Triad Model: Confidentiality, Integrity and 
Availability (CIA)
– Confidentiality the data can only be accessed by authorized 

users within an authorized timeframe through authorized means,
– Integrity the data must be accurate, comprehensive and cannot 

be altered without authorization
– Availability the data must be accessible and utilized as 

expected.
– Confidentiality: the data can only be accessed by authorized 

users within an authorized timeframe through authorized means

• Focus on entire process: 
data generation to data 
consumption (from 
“making” to “using” data)



Recommended Approach

Approach
– Consider entire lifecycle
– consider all data types such as patient’s personal information 

or device’s own data from its operations.
– Focus on: data technology in access, encryption, protection, 

and response mechanisms.
– Show control of the embedded software with adequate 

monitoring, upgrade, and security protection with tracking 
mechanism.

Expectations
– submit a standalone cybersecurity description file and a 

cybersecurity instruction manual. 
– For “major cybersecurity update” affecting the safety or 

effectiveness of the Qualified Devices after the initial 
registration, the applicant is required to file a revised 
application with the CFDA.



Review Factors

When reviewing the product cybersecurity registration process, the 
CFDA will consider:

• Data: the data on the Qualified Devices can be categorized as 
personal data and equipment data. Different protection measures 
should be adopted depending on the type of data and the 
transmission method. Personal data usually warrants enhanced 
protection and relevant personal privacy protection rules should be 
followed.

• Technology: different cybersecurity protection technology can be 
utilized. The applicant may follow various international and national 
standards to build up their cybersecurity protection capability.

• Off-the-shelf software: the applicant is expected to pay close 
attention to the cybersecurity risks associated with off-the-shell 
software and adopt relevant maintenance procedures, as well as 
notify users of relevant information in a timely manner.

Consistent 
expectations with 
other regions and 

industry overall



Other Country-Specific 
Regulatory Trends in Cyber

Developing Guidance



– In fall 2018 Health Canada will:
• seek input on its approach to medical device cybersecurity 

from the Scientific Advisory Committee on Digital Health 
Technologies (SAC-DHT), and

• publish a draft guidance document on the pre-market 
requirements for the cybersecurity of medical devices for 
comment to the Health Canada website.

https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/activities/announcements/notice-cybersecurity.html

Canada

https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/activities/scientific-expert-advisory-committees/digital-health-technologies/meeting-announcement.html
https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/activities/announcements/notice-cybersecurity.html


Japan

• Guidance for Ensuring Cybersecurity in 
Medical Devices (Notification No. 0724-1, 
July 24, 2018)

• Primary focus on risk management 
– Cybersecurity is now considered a foreseeable 

hazard

• Dual approach
– Both technical controls and procedural protection

• Similar to US FDA: shared responsibility



Australia

https://www.tga.gov.au/research-software-medical-device-and-cyber-security-medical-devices
Watch their first workshop here: https://research.csiro.au/tga/cyber-security-for-medical-devices-guidelines/

Guidance will 
inform 

developers, 
sponsors, and 

users

https://www.tga.gov.au/research-software-medical-device-and-cyber-security-medical-devices
https://research.csiro.au/tga/cyber-security-for-medical-devices-guidelines/


Finding the 
Common 
Thread

Identifying 
Themes 

across the 
Globe

Consistent Themes Across the 
Globe
• Security Risk Management

– Starts with understanding and 
controlling risk.  Foundational to 
everything.

• Security-by-Design
– Designing technical controls to ensure 

comprehensive and robust protection
• Standards

– Utilization of appropriate standards
• Documentation

– Demonstrating assurance that 
manufacturers are doing the right 
things



Standards Update



Standards in 
Development

Keeping 
an Eye on 
the Future



ISO TC 215 
JWG 7

Developin
g 

Standards

ISO/IEC 81001
• Title: Health software and health IT 

systems safety, effectiveness and 
security - Foundational principles, 
concepts and terms 

• Scope
– Articulates foundational principles, 

concepts, and terms for health 
software and health IT system safety 
across the full life cycle from concept 
to decommission

• Approach
– Identify and align common 

terminology
– Highlight foundational elements and 

core themes
• Next Steps: CD2 out for comment



ISO TC 215 
JWG 7

Developin
g 

Standards



Developin
g 

Standards



ISO TC 215 
JWG 7

Developin
g 

Standards

IEC 80001-5-1
• Title: Application of risk management for IT-

networks incorporating medical device –
Safety, effectiveness and security in the 
implementation and use of connected medical 
devices or connected health software - Part 5-
1: Activities in the product lifecycle
– (Title currently missing the security-specific 

nature of the document)
• Scope

– Specifies activities in the product lifecycle 
of health software toward the (information) 
security of the product

• Approach
– Plan to structure around IEC 62304 but will 

address activities specific to security
• Next Steps: Kick-off in Germany Feb 4-6, 

2019



ISO TC 215 
JWG 7

Developin
g 

Standards

IEC 62304 Revision

• Title: Medical device software -
- Software life cycle processes

• Status
– Recently voted down.  TG 

currently working to resolve

• Issue in Discussion
–Main issue is whether to 

require ISO 14971



AAMI

Developin
g 

Standards

AAMI TIR 97

• Title: Principles for medical 
device security — Postmarket 
risk management for device 
manufacturers 

• Status
– Recently resolved CDV-2 

comments



AAMI

Developin
g 

Standards

AAMI TIR 97 Topics
1. Postmarket considerations for security 

policies and security program administration
2. Design features for postmarket security risk 

management
3. Installation and configuration 
4. Postmarket management of fielded devices
5. Retirement/obsolescence
6. Annex A: Sample medical device security 

policy statements
7. Annex B: Security risk management for 

healthcare networks
8. Annex C: Establishing a coordinated 

vulnerability disclosure process
9. Mapping of defined terms from FDA 

postmarket guidance



• Offer transparent & testable 
cybersecurity criteria that can be used 
across industry verticals to repeatably 
and reproducibly measure the security 
posture of products and address the 
basic cyber-hygiene of products

• Technical criteria in UL 2900 are based 
on existing industry best practices and 
guidance documents

• UL 2900-1 / 2900-2-1 standards are 
ANSI / SCC approved binational 
standards

• UL 2900-1 / 2900-2-1 are US FDA 
Recognized Consensus Standards

UL 2900 Series of Standards

General Product 
Requirements

UL 2900-1
Software Cybersecurity

Industry Product 
Requirements

UL 2900-2-1
Healthcare and Wellness 

Systems

UL 2900-2-2
Industrial Control Systems

UL 2900-2-3
Security & Signaling 

Systems

Better Security

Improved Testing



THE SECURITY OF MEDICAL DEVICE WILL 
DEPEND ON...

INDUSTRY EXPECTATIONS
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